Plugin user manual

Custom Registration Form + Antibot + Puzzle + Geoblock
Author: Marcin Rucinski

1. General description
This plugin adds a custom user registration form to WordPress with extensive anti-bot protection .
Features:
e Registration form called with the shortcode [ custom_register ].
e Anti-bot puzzles — questions with simple answers that you can edit yourself.
¢ Geoblocking — ability to enable/disable registration blocking from selected countries.
e Disposable e-mail — ability to block registrations from disposable domains (e.g.
mailinator.com).
e Additional security features : honeypot , time limits, attempt limits, name and surname
analysis, strong password requirements, privacy policy acceptance required.
2. Installation
1. Copy the plugin file to the directory:
2. wp-content / plugins / mr - custom - registration -form/
3. Inyour WordPress dashboard, go to Plugins = Installed Plugins .
4. Find Custom Registration Form + Antibot + Puzzle + Geoblock and click Activate .
3. Adding a form
Where you want to display the registration form, insert the shortcode :
[ custom_register ]
4. Configuration in the administration panel
After activating the plugin, a menu appears in the cockpit:
Settings - Registration ( Antibot )
There you will find three sections:
4.1. Puzzles ( antibot )
You can add, edit and delete questions and answers.
Responses are compared after normalization (lower case, no excess spaces).
If a specific form is required (e.g., capital letters), add it in the question text.
There must always be at least one question remaining.
4.2. Geoblocking
e “Enable registration geoblocking ” option — check to activate blocking.
“List of countries (1SO-2)” field — enter country codes, e.g.:
RU, BY, KZ
You can separate with commas, semicolons or a new line.
If the list is empty, the default (RU and BY) is used.
4.3. Disposable email
e “Block registrations from disposable email domains” option — check to enable.
e “Domain list” field — enter the domains of disposable mailboxes, e.g.:
e mailinator.com
e yopmail.com
tempmail.com
Please enter without spaces or the "@" sign.
Subdomains are blocked automatically (e.g. abc.mailinator.com).
If the list is empty, the plugin will use the default one (several popular domains).
5. How the form works
e Honeypot — a hidden field for bots.
e Time limit — the form must be completed in at least 3 seconds, maximum 30 minutes.
e Rate limit — maximum 5 registration attempts from one IP per hour.



e Geoblocking — blocks registration from specific countries (if enabled).
e Disposable e-mail — blocks registrations from disposable domains (if enabled).
¢ Name and surname — verification of length, uniqueness, lack of numbers and repetitions.
e Password — min. 10 characters, 1 capital letter, 1 number, 1 special character.
e Consent — acceptance of the privacy policy required.
6. Messages in the form
e Errors—e.g.: "Incorrect answer to puzzle", "Please enter a valid email address".
e Success — After registration, the user will see the message:
"Account has been created. Please check your email to log in."
7. Frequently asked questions (FAQ)
1. Can | use my own anti-bot questions ?
Yes, you can edit them in the settings panel.
2. Can geoblocking be disabled completely?
Yes — uncheck the "Enable registration geoblocking " option.
3. Can | add my own disposable domains ?
Yes — enter them in the Disposable email section.
4. What if | delete all questions/countries/domains?
The plugin will automatically restore the default list.
8. Requirements
e  WordPress 5.8+
e PHP7.4+
e Administrator rights
9. Author and support
Author: Marcin Rucinski
Website: marcinrucinski.pl
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